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Summary
As electricity utility proceed with the replacement of conventional electricity meters by
deploying smart electricity meters in millions of home around the world, an immense amount
of fine-grained electricity consumption data are being automatically and frequently collected.
Utilising the big data available in such energy data collection, a variety of data analytics
algorithms and applications have been developed. However, growing privacy concerns and
confidentiality issues preclude the sharing or releasing of energy data that contain or might
enable someone to deduce personal information (such as occupancy rate and life
style) [Molina-Markham et al., 2010, Wood and Newborough, 2003, Wang and Zheng, 2012,
McDaniel and McLaughlin, 2009, Greveler et al., 2012]. This reduces the ability to use such
data for data analytics and applications. This report studies the research problem in two
directions. The first one is privacy-preserving release of percentile statistics for energy data
and the second one is privacy preserving clustering of energy consumption data.
In the first part, we develop privacy-preserving policies for releasing percentile statistics, e.g.,
median, of time-series data. Although percentile statistics are aggregating information, they
are not privacy-preserving. For instance, the median of a vector with an odd number of
elements is equal to the value of the middle entry of the vector after being sorted. The privacy
of that middle entry is not respected. The privacy concerns for the middle entry, whichever it is,
are not alleviated even if the number of data entries grow. We base our analysis on the
research areas of differential privacy, local differential privacy, stochastic differential privacy,
and information theory. We prove that for percentile statistics, local differential privacy and
stochastic differential privacy outperform differential privacy in terms of the quality of reported
output (i.e., “closeness” of the reports to the desired percentile statistics). Local differential
privacy is also preferred as it provides privacy guarantees in the presence of an untrusted
actor, such as third party data aggregators. In addition, the privacy guarantees of the
stochastic differential privacy is comparatively weaker as it enforces the privacy requirements
on almost all datasets rather than all datasets. Finally, we turn our attention to
information-theoretic privacy and develop optimal privacy-preserving policies by maximizing
the entropy of the additive noise subject to constraints on various measures of quality
corresponding to expectation of the absolute value, variance, and essential entry-wise extrema
of the additive noise. We use the publicly available dataset of half-hour energy measurements
from 300 homes in Australia with rooftop solar panels to demonstrate the results.
In the second part, we investigate the privacy risks of clustering household consumption data
as well as the use of local differential privacy for extracting privacy-preserving policies. We first
remove each house within the dataset to observe the new clusters. Noting that the clusters
change massively, up to 2% of the households change clusters, there might be a risk of privacy
infringement from releasing the clusters without privacy treatments. To alleviate the risk, we
propose the use of local differential privacy. The differential privacy noise can potentially
change the clusters massively for reasonable choices of differential privacy parameters. This
further points to the sensitive nature of the clusters and their possible privacy risks.
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The results indicate that the local differential privacy outperforms other methods for
privacy-preserving releasing of percentile statistics in terms of the privacy-utility trade-off.
Differential privacy also removes the need for trusted third-party for computations. Moreover,
the investigation indicate that releasing clusters of household consumption data can
compromise privacy and the use of local differential privacy improves privacy-preservation at
the cost of significant utility loss. Hence, we require further research in the topic of
privacy-preserving clustering of energy consumption data.
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Introduction

1

Smart meters are gradually replacing traditional electricity meters enabling remote collection of
high-frequency energy data. While the primary purpose of the data is to enable time of day
billing of electricity usage, the collected data provides the opportunity for analysis to pave the
way for governments, energy providers, and grid operators to make informed decisions
resulting in better quality or service, improved reliability, and lower consumer prices; see,
e.g., [Pappu et al., 2017, Perez et al., 2017, Wang et al., 2018]. Privacy concerns1 , however,
prohibit the release of raw smart meter data as it reveals potentially sensitive information about
the participants, such as occupancy rate, domestic appliance usage, dietary habits, and even
multimedia consumption [Molina-Markham et al., 2010, Wood and Newborough, 2003,
Wang and Zheng, 2012, McDaniel and McLaughlin, 2009, Greveler et al., 2012]. In this report,
we address two problems related to privacy-preserving release of smart meter energy data.
The former is privacy-preserving release of percentile statistics of the energy data, and the
latter is privacy-preserving clustering of household consumption data.
Most often, governments and private entities are interested in aggregate statistics of energy
consumption to inform decisions on load balancing and future investment. A class of highly
sought-after statistics are percentile statistics, such as median, as they provide desirable
properties, such as robustness to outliers or malicious data injections [Tukey et al., 1983,
Farokhi et al., 2015b, Tukey, 1960]. Although providing aggregate information, percentile
statistics are not privacy preserving. This is because the percentile statistics of a vector (that is
a series of numbers) correspond to one or two entries of the vector. For instance, the median
of a vector is equal to the value of the middle entry of the sorted vector if the number of the
entries is odd or the average of the two middle entries of the sorted vector if the number of
entries is even. Therefore, as the number of the participants grow (i.e., the dataset expands),
the privacy concerns do not get alleviated as one (or two) entries are exposed. (This is
contrary to other means of aggregation, such as arithmetic mean). Previously, other studies
have developed privacy-preserving policies for energy data at an aggregate level using
differential privacy [Eibl and Engel, 2017, Sandberg et al., 2015]. However, those studies have
not considered percentile statistics. They also do not investigate the performance of other
relevant notions of privacy, such as local differential privacy and stochastic differential privacy;
see below.
One of the most prominent privacy definitions for providing privacy guarantees is differential
privacy [Dwork, 2008, Dwork and Roth, 2014, Dwork et al., 2010]. It guarantees that, given the
published output, any information that could be discovered about an individual with their data in
the underlying dataset could also, with high probability, be discovered without their data in the
dataset. However, regardless of the amount of auxiliary information the adversary has about
an individual, it is unable to identify the individual’s presence in the dataset with high probability
1

Such concerns have proved to even hinder the roll out of smart meters in some countries [Cuijpers and Koops,
2013].
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(determined by a privacy parameter). In other words, a differentially-private algorithm perturbs
the output by adding noise in a way that protects the privacy of every individual in the original
dataset. When perturbing the percentile statistics with an additive noise following differential
privacy definition, it guarantees that the distribution of the reported percentile statistics does
not significantly change when an individual data entry in the underlying dataset changes (for
example, the energy data time series of an individual changes). Perturbing output to provide
privacy guarantees obviously incurs utility loss, i.e. the deviations of the reported outputs from
the true values of percentile statistics (essentially a measure of the magnitude of the additive
noise, such as its variance). However, as discussed in detail in Section 1.1, the privacy-utility
trade-off of the perturbed output with differentially-private additive noise is often unappealing
for percentile statistics output in contrast to the output of arithmetic mean or counts.
An alternative approach to ensure privacy in the reported percentile statistics output is local
differential privacy [Dewri, 2013, Duchi et al., 2013, Kairouz et al., 2014]. Local differential
privacy ensures that the data is kept private from the aggregator by adding noise to the
individual data entries before the aggregation process rather than the aggregated output itself.
This is a preferred choice when dealing with untrusted aggregators, e.g., third party service
providers with financial interests in the energy data. For percentile statistics, we prove that
local differential privacy provides a better utility-privacy trade-off. That is, fixing the privacy
requirement, the utility of local differential privacy is higher. This makes the local differential
privacy the method of choice even if the aggregator is trusted due to its superior utility. A more
relaxed privacy-preserving approach is to use stochastic differential
privacy [Machanavajjhala et al., 2008, Rubinstein and Aldà, 2017, Hall et al., 2012] which
requires the definition to be held for almost all datasets, but not all. This is in contrast to the all
datasets definition with the differential privacy definition. With this approach the utility loss of
perturbed output reduces at the cost of weaker privacy guarantees due to the relaxation of the
definition.
A very different approach to the design of privacy-preserving policies is to use
information-theoretic tools for capturing information leakage and privacy
infringements [Wang et al., 2016, Tanaka et al., 2018, 2017, Kalantari et al., 2017,
du Pin Calmon and Fawaz, 2012]. Examples of various metrics for capturing information
leakage are the least mean square error [Farokhi et al., 2015a], mutual information or relative
entropy [Tan et al., 2013], directed information [Tanaka et al., 2017], hypothesis testing error
rate [Li et al., 2017], and Fisher information [Farokhi and Sandberg, 2017].
Information-theoretic measures of privacy capture the behaviour of the percentile statistics and
privacy-preserving additive noises in a statistical average sense and are thus immune to
overreacting to the aforementioned property of percentile statistics that can only depend on
one data entry (in extreme, yet unlikely cases).
This report presents our methods, theoretical proofs, and findings of privacy-preserving
release of percentile statistics using different approaches (as briefly described above),
especially when applied to smart meter energy data. Moreover, clustering household energy
consumption data with the aim to provide data analysts and researchers useful insights about
the data, might have the risk of revealing private or sensitive information about individuals in
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the data, and at least has a theoretical risk. A privacy-preserving clustering algorithm requires
that the reported clusters do not change noticeably when an individual’s data is removed from
the underlying dataset. In this study, we evaluate the privacy risk of releasing clusters of data
and the privacy-utility trade-off of privacy-preserving clustering using local differential privacy.
Contributions: Our contributions are two-fold. First, we contribute to the problem of
privacy-preserving release of percentile statistics (median) of smart meter energy data in
Chapter 2 and then we study the problem of privacy-preserving clustering of household
consumption data in Chapter 3. We use different notions of privacy to address these problems
and we evaluate and compare the privacy-utility trade-off using publicly available real datasets.

Privacy-Preserving Release of Percentile Statistics of Energy
Data

1.1

In the following chapter, we tackle the problem of privacy-preserving release of percentile
statistics from multiple angles:
• Differential Privacy : We first develop differentially private policies for the release of
percentile statistics. Universal mechanism, such as Laplace, Gaussian, and exponential
mechanisms [Dwork and Roth, 2014], have proved to be easy to implement and popular
for ensuring differential privacy. The Laplace (Gaussian) mechanism relies on
systematically corrupting the output using an additive Laplace (Gaussian) noise whose
scale (variance) is proportional to the sensitivity of the reporting function to variations of
individual entries in the dataset. Noting that smart meters (or other energy data meters)
report time series, we investigate various notions of adjacency for the datasets. The
notion of adjacency is the basis of computing sensitivity of reporting function to variations
of individual entries of the dataset. We consider the following notions of adjacency for
differential privacy:
– Point-wise Adjacency : This is a straightforward extension of adjacency from static
datasets to time series. The point-wise adjacency states that two datasets are
adjacent if they differ from each other in one time instance and for at most one time
series. Essentially, in this case, we simplify the time series problem to multiple
independent static snapshots of it (one snapshot for each time instance of the time
series).
– Trajectory Adjacency : Energy data time series are outcomes of physical systems
pointing to their overall smoothness. This motivates us to trajectory adjacency,
which states that two datasets are adjacent if they differ from each other for at most
one time series and, for those time series, the values remain within a reasonable
distance of each other. This notion of adjacency is highly relevant when the time
series follows a discrete-time difference equation (i.e., capturing an automata) and
the difference between the time series originates from the difference in the initial
conditions of the difference equations, perturbations to the parameters of the
c 2019 CSIRO
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automata, or exogenous inputs to the automata.
The sensitivity of percentile statistics to variations of individual entries in the dataset is
large and does not decrease with the size of the dataset (contrary to the arithmetic mean
whose sensitivity is inversely proportional to the size of the dataset). This is because of
the existence of scenarios in which the percentile statistics depend only on the data of
one individual. For instance, consider the median of a vector with an odd number of
entries such that half of the entries are equal to the minimum allowed value and the other
half are equal to the maximum allowed value. Now, the median is equal to the last
remaining entry and thus the sensitivity of the median to the changes of one entry is as
large as the range of allowed values (i.e., the changes of the free entry).2 Intuitively, in
such scenarios, the median is not aggregative and infringes on the privacy of that
individual (by directly reporting its private energy data) and, therefore, we need to utilize
a fairly large additive noise to mask the private information of the-said individual. This
makes the privacy-utility trade-off unappealing for percentile statistics with
differentially-private additive noise. Here, utility is a measure of the deviations of the
reported outputs from the queried percentile statistics (essentially a measure of the
magnitude of the additive noise, such as its variance). Such pathological cases (i.e., the
cases in which the percentile statistics can arbitrarily change by varying the data of one
individual) are not likely to occur if the underlying dataset is probabilistically distributed
(and its probability density function is atom-less3 ). Nonetheless, differential privacy does
not assume a prior on the underlying dataset and must deal with such ”pathological”
cases. So we require an additive noise with a large magnitude to meet the differential
privacy definition (which will undermine the utility).
• Local Differential Privacy : We also develop reporting policies for the release of percentile
statistics based on local differential privacy. For local differential privacy, in addition to
local reformulation of point-wise adjacency and trajectory adjacency, we consider the
following notion of adjacency:
– Sparse Adjacency : Time series associated with physical systems are often sparse
in another domain, such as the frequency domain. This prompt us to investigate
adjacency within a sparsifying domain. The sparse adjacency states that two
datasets are adjacent if they differ from each other for at most one time series and,
for those time series, the values within the sparse domain remain in proximity of
each other.
We show that, for any level of privacy, the reported outcomes for local differential privacy
(i.e., the median of the noisy time series) converges to the percentile statistics of the time
series without noise as the number of time series (i.e., the size of the dataset) grows.
2

While this might seem like an pathological scenario (half at minimum, half at maximum, one floating in between), privacy mechanisms must cope with all possible scenarios, not just those that are considered more realistic.
3
An atom-less density function is a density function that assigns zero probability to any Lebesgue measurezero event. All probability density functions with continuously-differentiable cumulative probability functions are
atom-less.
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This implies that, as long as there are enough data points, local differential privacy
outperforms differential privacy in terms of utility. This is experimentally observed for real
energy data as well if the reported percentile statistics are based on a large sample size
(i.e., it is not required to report based on few outliers as in the case of 5% or 95%
percentiles).
• Stochastic Differential Privacy : We consider a relaxation of differential privacy referred to
as randomized, probabilistic, or stochastic differential privacy; see,
e.g., [Machanavajjhala et al., 2008, Rubinstein and Aldà, 2017, Hall et al., 2012] for
definition and applications. Stochastic differential privacy requires the definition of
differential privacy to hold for almost all datasets (with a pre-selected high probability)
rather than all datasets (as is the case in differential privacy). This results in ignoring
cases that make the sensitivity of the reporting function to variations of individual entries
in the dataset large as they occur with negligible probability if the datasets are randomly
distributed and the size of the dataset is large. We show that stochastic differential
privacy rivals the performance of the local differential privacy; however, it provides a
weaker guarantee as the definition is relaxed to almost all cases rather then all.
• Information-Theoretic Privacy : Finally, we use the entropy of the additive noise as a
measure of information leakage for developing an information-theoretic notion of privacy.
The choice of the entropy is motivated by the use of Fano’s inequality in information
theory [Fano, 1961], which relates the ability of a colluding adversary (i.e., an adversary
that has access to the information of everyone within the society except one individual)
for estimating the data of the individual whose private information is missing to the
conditional entropy of the private information. The conditional entropy of the private
information is lower bounded by the entropy of the additive noise. We obtain optimal
privacy-preserving policies by maximizing the entropy of the additive noise subject to
various notions of utility:
– Expectation of the Absolute Value: We assume that the utility is inversely
proportional to the expectation of absolute value of the additive noise. Therefore, if
expectation of the absolute value of the additive noise is smaller than an a priori
bound, the utility will be above a preferred level. We show that the optimal additive
noise, in this case, is Laplace, which would also guarantee differential privacy. This
enables us to relate differential privacy and information-theoretic privacy.
– Variance: In this case, the utility is inversely proportional to the variance of the
noise. We show that the optimal additive noise is Gaussian.
– Essential Extrema: Bounds on the expectation of the absolute value and the
variance allow for somewhat large corruptions, albeit with relatively small
probabilities. We assume that the utility is inversely proportional to the essential
extrema of the noise (the extrema in the absence of a measure zero set). By
ensuring that the additive noise is within a bounded set, the utility will be above a
preferred level. We show that the optimal additive noise is uniformly distributed.
Generally, the guarantees of the information-theoretic privacy are weaker because they
c 2019 CSIRO
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require assumptions on the underlying dataset (e.g., that it is statistically distributed or
that it complies to a certain prior distribution), the nature of the adversary must be
well-understood (e.g., a colluding adversary in this report), and the side channel
information to the adversary must be modelled (in this report, it is only the information of
all other colluding data owners and no other additional outside source). However, due to
directly trading-off privacy and utility in an optimization problem, we can understand the
implications of privacy on the usefulness of the reported outcomes easily. This is contrary
to differential privacy that requires numerical investigation of the utility for the specific
dataset.

1.2

Privacy-Preserving Clustering

In Chapter 3, we investigate the privacy risks of clustering household consumption data as well
as the use of local differential privacy for extracting privacy-preserving policies.
We follow the clustering algorithm in [Motlagh et al., 2019]. The proposed method relies on
delay coordinate embedding for the clustering of household consumption data. This is a
model-based approach which can handle unequal, asynchronous, and noisy time series. In
order to understand privacy risks of clustering, we investigate removing an individual
household from the clustering dataset and compute the clusters again. If the clusters are
privacy-preserving, the new clusters do not change in comparison to the old clusters. We use
the open dataset of smart meter measurements [Department of the Environment and Energy,
2015], also used in [Motlagh et al., 2019], for evaluation of the clustering algorithms and their
privacy risks. We particularly use the data of 10,905 homes with at least one full year of time
series data. This dataset is referred to as the Smart-Grid Smart-City (SGSC) dataset. Noting
that the clusters change massively, up to 2% of the households change clusters, there might
be a risk of privacy infringement from releasing the clusters without privacy treatments. The
changes in the clustering can also be caused by the underlying clustering algorithm being
robust to changes, i.e., the algorithm might only manage to find a locally optimal cluster from
many local solutions and, with a small change, the algorithm might recover another locally
optimal solution.
To alleviate the risk, we propose the use of local differential privacy. Since the clustering is
performed on a delay coordinate embedding of the time series, instead of adding noise to the
original load consumptions, we add noise the to the parameters of the delay coordinate
embedding of the time series. We use Jaccard metric to evaluate the utility loss by matching
the corresponding clusters, i.e. the clusters without noise and clusters with privacy-preserving
noise. We compute an average Jaccard similarity index between the clusters with and without
privacy-preserving noise. The differential privacy noise changes the clusters massively, in
terms of the average Jaccard similarity, for reasonable choices of differential privacy
parameters. However, as the differential privacy budget parameter increases, i.e., the privacy
guarantee weakens, the clusters become more similar. This further points to the sensitive
nature of the clusters and their possible privacy risks.
10 | Privacy-Preserving Release of Energy Data
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Privacy-Preserving Release of Percentile
2
Statistics of Energy Data
In this chapter, we consider the problem of privacy-preserving release of percentile statistics of
energy data. In Section 2.1, we develop privacy-preserving policies for the release of
percentile statistics of energy data using differential privacy, local differential privacy, and
stochastic differential privacy. In Section 2.2, we present an information-theoretic platform for
privacy-aware release of energy data statistics. Section 2.1.4 presents numerical results based
on a public dataset of half-hour energy measurements from 300 homes in Australia with
rooftop solar systems1 .

2.1

Differential Privacy and Local Differential Privacy

Consider a private dataset of the form (xi (k))k∈K,i∈I with K := {0, . . . , K − 1} and
I := {1, . . . , n} in which K ∈ N (where N is the set of natural numbers) denotes the time
horizon and n ∈ N denotes the number of the private entries in the dataset. For instance, xi (k)
may denote the consumption of household i ∈ I at time instant k ∈ K measured by a smart
meter. It is desired to report a time-series signal of the form f ((xi (k))i∈I ), ∀k ∈ K, where f (·) is
a percentile statistic, e.g., the 50% percentile statistic or, as more commonly known, the
median. Assume that, for the sake of preserving the privacy of participants, the following
output is instead released:
z(k) = f ((xi (k))i∈I ) + w(k),

∀k ∈ K,

(2.1)

where w := (w(k))k∈K is a random variable with density function γ. Throughout the paper, for
any time series (ξ(k))k∈K , define ξ := (ξ(k))k∈K . The density of the additive noise can be
selected to ensure differential privacy, formally defined below.
Definition 2.1.1 (Differential Privacy). The additive mechanism (2.1) is ǫ-differentially private if,
for all Borel measurable sets B ⊆ RK ,
P{z ∈ B | (xi )i∈I } ≤ exp(ǫ)P{z ∈ B | (x̄i )i∈I }, ∀(x, x̄) ∈ A,
where ((xi )i∈I , (x̄i )i∈I ) ∈ A states that datasets (xi )i∈I and (x̄i )i∈I are adjacent.
In the remainder of this section, various notions of adjacency A are explored. However, before
that, a few other useful concepts are presented. Note that, for any notion of adjacency, the
following sensitivity can be computed:
X
|f ((xi (k))i∈I ) − f ((x̄i (k))i∈I )|.
∆f =
max
((xi )i∈I ,(x̄i )i∈I )∈A

k∈K

The following theorem proves that adding Laplace noise with an appropriate scaling parameter
depending on the above-mentioned sensitivity provides differential privacy.
1

https://www.ausgrid.com.au/Common/About-us/Corporate-information/Data-to-share/Solar-home-electricity-data.aspx
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Theorem 2.1.1 ([Dwork and Roth, 2014]). The additive mechanism (2.1) is ǫ-differentially
private if (w(k))k∈K are i.i.d.2 Laplace noises with scale ζ/ǫ for any constant ζ ≥ ∆f .
An alternative to adding noise after calculating the percentile statistic f (·) is to add noise to the
raw data first and then compute the percentile statistics as
∀k ∈ K,

z(k) =f ((yi (k))i∈I ),

(2.2a)

∀k ∈ K,

yi (k) =xi (k) + vi (k),

(2.2b)

where vi := (vi (k))k∈K is a random variable. This approach is of particular interest when the
data aggregator, e.g., electricity retailer, is untrusted because each household can add an
appropriate noise to guarantee differential privacy at an individual level, referred to as local
differential privacy.
Definition 2.1.2 (Local Differential Privacy). The additive mechanism (2.2) is local
ǫ-differentially private if, for all Borel measurable sets B ⊆ RK ,
P{yi ∈ B | xi } ≤ exp(ǫ)P{yi ∈ B | x̄i }, ∀(xi , x̄i ) ∈ Ai , ∀i ∈ I,
where (xi , x̄i ) ∈ Ai states that time series xi and x̄i are (locally) adjacent.
To investigate the reporting mechanism (2.2), define
∆X =

max

max kxi − x̄i k1 .

((xi )i∈I ,(x̄i )i∈I )∈A i∈N

The following theorem shows that adding Laplace noise before computing the percentile
statistics also provides local differential privacy.
Theorem 2.1.2. The mechanism (2.2) is local ǫ-differentially private if (vi (k))k∈K are i.i.d.
Laplace noises with scale ζ/ǫ for any constant ζ ≥ ∆X.
Proof. The proof follows from the same line of reasoning as in Theorem 2.1.1.
Remark 2.1.1 (Interpretation of ǫ in Differential Privacy). An adversary with access to z(k)
wants to use hypothesis testing to detect a characteristic or trait of household i (e.g., if the
house is empty or not). Then, the Chernoff-Stein Lemma states that the logarithm of the
smallest probability of miss-detection (i.e., the event that null hypothesis is accepted while the
alternative hypothesis is true) for a fixed probability of false negative (i.e., the event that null
hypothesis is rejected while it is true) scales negatively with Kullback-Leibler divergence of the
probability density of z(k) if the null hypothesis holds p0 and the probability density of z(k) if the
alternative hypothesis holds p1 [Wang et al., 2009]. Thus, if the Kullback-Leibler divergence is
small, the smallest probability of miss-detection is large and vice versa. The Kullback-Leibler
divergence of p0 and p1 is given by


Z
Z
p0 (z)
dz ≤ p0 (z) log(exp(ǫ))dz = ǫ,
p0 (z) log
p1 (z)
where the inequality follows from that p0 (z)/p1 (z) ≤ exp(ǫ) by the definition of differential
privacy, if the additive noise is atom-less (i.e., it admits a probability density function), e.g., the
2

i.i.d. stands for identically and independently distributed.
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Laplace additive noise in Theorem 2.1.1. Therefore, reducing ǫ makes the Kullback-Leibler
divergence smaller and that implies that the smallest probability of miss-detection grows larger
(rending the hypothesis test by the adversary useless). Now, assume that the adversary wants
to estimate the energy time series from household i. In that case, the Cramér-Rao
bound [Shao, 2003, p. 169] illustrates that
1 X
E{kxi −x̂i (z)k22 } ∆f 2
2
E{(xi (k)−[x̂i (z)](k)) } =
≥ 2 ,
K k∈K
K
ǫ
where x̂i (z) denotes any unbiased estimate of xi based on the privacy-preserving outputs z
when using the additive noise in Theorem 2.1.1. Clearly, by reducing ǫ, the estimation error
grows.
In the following subsections, various notions of adjacency are investigated. Capturing the
“smallest” adjacency set is most beneficial as it effectively reduces ∆f and ∆X, which in turn
makes the scale of the additive noise smaller; see Theorem 2.1.1 and 2.1.2. The adjacency
set should contain all the possibilities for time-series extracted from smart meters as otherwise
the privacy guarantee is weakened (i.e., time series that are not captured can potentially have
significant effects on the reported outcome and thus be identifiable).

2.1.1

Point-wise Adjacency

We start by considering a simple concept of adjacency defined below.
Assumption 2.1.1 (Boundedness). There exists xmax > 0 such that, for all i, xi ∈ X, where
X = [−xmax , xmax ]K .
Definition 2.1.3 (Point-wise Adjacency). The point-wise adjacency is defined as
A := {((xi )i∈I , (x̄i )i∈I ) ∈ Xn × Xn | xj (k) 6= x̄j (k) for at most one j ∈ I and k ∈ K}.
Definition 2.1.3 states that two datasets (xi )i∈I and (x̄i )i∈I are adjacent, or ((xi )i∈I , (x̄i )i∈I ) ∈ A,
if they differ from each other in at most one time instant and for at most one time series (i.e.,
one consumption profile). For point-wise adjacency, we have ∆f = ∆X = 2xmax .
Corollary 2.1.1. For the point-wise adjacency in Definition 2.1.3, the additive mechanism (2.1)
is ǫ-differentially private if (w(k))k∈K are i.i.d. Laplace noises with scale 2xmax /ǫ.
Point-wise adjacency, and in turn Corollary 2.1.1, does not assume anything more than that
the dataset lies within [−xmax , xmax ]K , which can be potentially very large. This adjacency
ignores the fact that the dataset is a time-series in which the consumption at a given time
instant is somewhat correlated to the previous time instances.
Definition 2.1.4 (Local Point-wise Adjacency). The local point-wise adjacency is defined as
Ai := {(xi , x̄i ) ∈ X × X | xj (k) 6= x̄j (k) for at most one k ∈ K}.
Note that ((xi )i∈I , (x̄i )i∈I ) ∈ A if, for at most one j ∈ I, (xj , x̄j ) ∈ Aj .
Corollary 2.1.2. For the local point-wise adjacency in Definition 2.1.4, the mechanism (2.2) is
ǫ-differentially private if (v(k))k∈K are i.i.d. Laplace noises with scale 2xmax /ǫ.
Corollary 2.1.2 states the same level of noise that guarantees differential privacy for percentile
statistics, Corollary 2.1.1, if first added to the raw data can also guarantees local differential
c 2019 CSIRO
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privacy. This is due to the very nature of percentile statistics. One can always construct
worst-case scenarios in which arbitrary variations of a single entry can cause arbitrary
variations of the percentile statistics. This is unfortunately a drawback of using differential
privacy when dealing with percentile statistics. The benefit of adding the noise to the raw data
versus the percentile statistics is that the outcome is statistically reasonable (i.e., percentile
statistics are sorted and the outcome may not require post processing if n is large enough) and
the use of percentile statistics can reduce the error in the reported percentile statistics. There
always exists N ∈ N such that
E{|f ((yi (k))i∈I ) − f ((xi (k))i∈I )|} < E{|z(k) − f ((xi (k))i∈I )|}, ∀n ≥ N,
where wi (k) and vi (k) are given by Corollaries 2.1.1 and 2.1.2. In fact, it can be proved that
limn→∞ E{|f ((yi (k))i∈I ) − f ((xi (k))i∈I )|} = 0.
The following definition relaxes the differential privacy condition to hold for almost all datasets
(in a statistical sense). Such a relaxations allows us to avoid pathological cases that make ∆f ,
and the scale of the additive noise, large. This notion of privacy has been previously proposed
and investigated in [Machanavajjhala et al., 2008, Rubinstein and Aldà, 2017, Hall et al., 2012]
(under the names of random differential privacy or probabilistic differential privacy). The
relaxation comes at the price of the assumption that the dataset is statistically distributed,
which is not required in differential privacy.
Definition 2.1.5 (Stochastic Differential Privacy). Assume that xi := (xi (k))k∈K are
i.i.d. random variables. The additive mechanism (2.1) is ǫ-differentially private with probability,
at least, 1 − ̺ if, for all Borel measurable sets B ⊆ RK ,


P P{z ∈ B|(xi )i∈I } ≤ exp(ǫ)P{z ∈B|(x̄i )i∈I }, ∀(x, x̄) ∈ A ≥ 1 − ̺.
R
Define pmin = mink∈K pk (ν(k)), pk (x(k)) = p(x(k), (x(ℓ))ℓ∈K\{k} )dµ((x(ℓ))ℓ∈K\{k} ), and
R x(k)
ν[k] ∈ {x(k) | −∞ pk (α)dα = 1/2}.
Corollary 2.1.3. Assume that xi := (xi (k))k∈K are i.i.d. samples from a probability density
function p with a lower bound away from zero. For large enough n, using the point-wise
adjacency in Definition 2.1.3, and for f (·) = median(·), the additive mechanism (2.1) is
ǫ-differentially private with probability, at least, 1 − ̺ if (w(k))k∈K are i.i.d. Laplace noises with
scale min{((2n − 1)/(n(n − 1)p2min ̺))1/2 , 2xmax }/ǫ.
Corollary 2.1.3 shows that, for large n, differential privacy can be guaranteed with a high
probability using a negligible additive noises. In fact,
limn→0 min{((2n − 1)/(n(n − 1)p2min ̺))1/2 , 2xmax }/ǫ = 0 for all ̺ > 0 Therefore, as n goes to
infinity, the mechanism with no additive noise becomes differentially private with probability
one! Note that, in Corollary 2.1.3, pmin is the value of the density function evaluated at the
median of the density function. This can be easily proved for all other percentile statistics.

2.1.2

Trajectory Adjacency

Time series are often outcomes of physical systems pointing to their smoothness and
therefore, alternative notions of adjacency might be more suitable for them.
14 | Privacy-Preserving Release of Energy Data

c 2019 CSIRO

Definition 2.1.6 (Trajectory Adjacency). The local trajectory adjacency is defined as
Ai := &(xi , x̄i ) ∈ X × X | |xj (k) − x̄j (k)| ≤ ρ, ∀k ∈ K}. The trajectory adjacency A is defined as
the set of all ((xi )i∈I , (x̄i )i∈I ) such that, for at most one j ∈ I, (xj , x̄j ) ∈ Aj and xi (k) = x̄i (k),
∀k ∈ K, for i 6= j.
Definition 2.1.3 states that two datasets (xi )i∈I and (x̄i )i∈I are adjacent, or ((xi )i∈I , (x̄i )i∈I ) ∈ A,
if they differ from each other for at most one time series and, for the differing time series, the
values remain within a tube of the size of ρ of each other. Similarly, for the trajectory adjacency
in Definition 2.1.6, it can be proved that ∆f = ∆X = 2ρK.
Corollary 2.1.4. For the trajectory adjacency in Definition 2.1.6, the additive mechanism (2.1)
is ǫ-differentially private if (w(k))k∈K are i.i.d. Laplace noises with scale 2ρK/ǫ.
Depending on the value of ρ this can be more relaxed in comparison to the point-wise
adjacency case; however, meeting differential privacy becomes harder as K grows.
Corollary 2.1.5. For the local trajectory adjacency in Definition 2.1.6, the mechanism (2.2) is
local ǫ-differentially private if (vi (k))k∈K are i.i.d. Laplace noises with scale 2ρK/ǫ.

2.1.3

Sparse Domain Adjacency

Time series associated with physical systems are most often sparse in another domain, e.g.,
the frequency domain. This prompt us to work with the underlying database within a
sparsifying domain. Let Ω ∈ RK×K be a dictionary that sparsifies the dataset. The equivalent
dataset in the other domain is given by (Xi )i∈I := (Ωxi )i∈I .
Remark 2.1.2 (Discrete Cosine Transform). For instance, we can represent the data in the
frequency domain using the Discrete Cosine Transform (DCT). Define the matrix Ω ∈ RK×K
such that the entry on the i-th row and the j-th column is given by
ωij :=

p

2/K cos((π/K)(j − 1/2)(i − 1/2)).

The frequency domain equivalent of a time series x = (x(k))k∈K is given by X = Ωx. Note that,
by construction Ω2 = I and, therefore, x = ΩX.
Definition 2.1.7 (Sparsity). A time-series xi is σ-approximately L-sparse if
card({k ∈ K | [Ωxi ](k)| ≥ σ}) ≤ L. The set of all σ-approximately L-sparse time-series is
denoted by L(L, σ). Further, the time-series is (exactly) L-sparse if it is 0-approximately
L-sparse.
A σ-approximately L-sparse sparse time-series xi can be perturbed to get another
σ-approximately L-sparse time-series x̃i as
Ω(Ωxi + v̄i ) = xi + Ωv̄i = xi + vi ,

(2.3)

where vi := Ωv̄i and v̄i is a vector of noise such that v̄i (k) = 0 if k ∈
/ {t ∈ K | |xi (t)| ≥ σ} and,
otherwise, v̄i (k) is an i.i.d. Laplace noise with scale b (or variance 2b2 ).
Definition 2.1.8 (Local Sparse-Domain Adjacency). The local sparse-domain adjacency is
defined as Ai := {(xi , x̄i ) ∈ L(L, σ) × L(L, σ) | |[Ωxi ](k) − [Ωx̄i ](k)| ≤ ̟, ∀k ∈ K}.
c 2019 CSIRO
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Figure 2.1: The probability density function of the electricity consumption of the households in the dataset
and the corresponding percentile statistics without implementing a privacy-preserving policy. The curves
), 25% (
), 50% (
), 75% (
), and 95% (
) percentiles and the intensity captures
illustrate the 5% (
probability density function of the consumption.

Corollary 2.1.6. The perturbed mechanism in (2.3) with Laplace noises with scale ζ/ǫ is
locally ǫ-differentially private for the family of σ-approximately L-sparse datasets, L(L, σ), with
any constant ζ ≥ 2L̟ + 2(K − L)σ.

2.1.4

Numerical Analysis

We start by presenting the statistics of the dataset in the absence of a privacy-preserving
policy. Figure 2.1 illustrates the probability density function of the energy consumptions of the
households in the dataset and the corresponding percentile statistics. The solid curves
illustrate the 5%, 25%, 50%, 75%, and 95% percentiles. As somewhat easy to see from the
figure, xmax = 4.
Noting that the scaling parameter of the additive Laplace noise must be set as 2xmax /ǫ = 8/ǫ in
the case of point-wise adjacency, we can see that the magnitude of the additive noise is fairly
large in comparison to the original statistics even for modest choices of ǫ. The signal to noise
ratio for the median is in fact equal to
sP
T
2
k=1 f ((xi (k))i∈I )
SNR :=
≈ 2.4 × 10−2 ǫ
2
E{kwk2 }
Hence, even for moderate choices of ǫ, SNR is abhorrent and so follows the privacy-utility
trade-off.
Figure 2.2 illustrates the percentile statistics of the households with the privacy-preserving
policy in Corollary 2.1.1 for ǫ = 20. Note that, here, some post processing has been done to
16 | Privacy-Preserving Release of Energy Data
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Figure 2.2: The reported percentile statistics of the households with the privacy-preserving policy in
Corollary 2.1.1 for ǫ = 20.

ensure that the percentile statistics make sense. This is required because, by adding
independently and identically distributed (i.i.d.) noises to the percentile statistics, their relative
order might be changed (e.g., median might become smaller than the 25% percentile) which is
not acceptable/plausible. Therefore, the corrupted statistics are sorted after adding the noise.
Post processing does not weaken the privacy guarantee [Dwork and Roth, 2014]. For ǫ = 20,
E{(z(k) − f ((xi (k))i∈I ))2 } = 128/ǫ2 = 0.32 (which is comparable to the magnitude of the
percentile statistics, such as the median). Due to the magnitude of the additive noise, the
statistics are highly distorted. We should note that, because five percentile statistics are
reported, the overall privacy guarantee is five times weaker (i.e., ǫ = 100 for the overall
case) [Dwork and Roth, 2014].
Now, we can compare the effect of differential privacy in Figure 2.2 with local differential
privacy in Figure 2.3. Figure 2.3 illustrates the difference between the reported output
f ((yi (k))i∈I ) and the original statistics f ((xi (k))i∈I ) with the privacy-preserving policy in
Corollary 2.1.2 for ǫ = 20. The straight solid curve with circle markers shows the
E{(z(k) − f ((xi (k))i∈I ))2 } = 0.32, which is the variance of the reporting error when using the
differentially private policy in Corollary 2.1.1. In the case of local differential privacy,
E{(z(k) − f ((xi (k))i∈I ))2 } is empirically computed with 104 particles. It is important to the note
that the effect of the additive noise (captured by the degradation in the usefulness of the data)
is more drastic for the outliers. This can be seen in Figure 2.3 by that the 5% and 95%
percentiles are most affected by the privacy-preserving noise. Finally, note that generating any
number of percentile statistics does not reduce the privacy guarantee if all such statistics are
generated with the same additive noise on the data (i.e., from the same perturbed dataset with
local differential privacy); however, the privacy guarantee gets weaker if a noisy dataset is
c 2019 CSIRO
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Figure 2.3: The difference between the reported values f ((yi (k))i∈I ) and the original statistics f ((xi (k))i∈I )
with the privacy-preserving policy in Corollary 2.1.2 for ǫ = 20 (i.e., local differential privacy). The curve
) illustrates the difference between the reported values and original percentile statistics for the privacy(
preserving policy in Corollary 2.1.1 for ǫ = 20 (i.e., differential privacy). The utility of the privacy-preserving
policy in Corollary 2.1.2 is better than the privacy-preserving policy in Corollary 2.1.1 for almost all percentile statistics.

generated for computing each statistics. Evidently, in Figure 2.3, the error in the median is
negligible as predicted earlier.
Now, we can consider the trajectory adjacency with ρ = 0.1. Figure 2.4 shows the difference
between the reported outputs f ((yi (k))i∈I ) and the original statistics f ((xi (k))i∈I ) with the
privacy-preserving policy in Corollary 2.1.5 for ǫ = 20. The straight solid curve with circle
markers shows the E{(z(k) − f ((xi (k))i∈I ))2 } for differentially private policy in Corollary 2.1.4.
The utility-privacy is still not good for this notion of adjacency in the case of differential privacy;
however, as expected, the privacy-utility trade-off of local differential privacy is acceptable.
We can now demonstrate the sparse adjacency using DCT transform. Figure 2.5 shows the
difference between the reported outputs f ((yi (k))i∈I ) and the original statistics f ((xi (k))i∈I )
with the privacy-preserving policy in Proposition 2.1.6 for ǫ = 20 and assuming that the
underlying dataset is 5-sparse and ̟ = 0.5. In practice, the dataset might not be exactly
5-sparse, which might make the privacy guarantee weaker; however, the utility-privacy
trade-off is as good as the case of local differential privacy for both point-wise and trajectory
adjacencies. To validate the assumption of 5-sparsity, we can check the frequency content of
the energy data. Figure 2.6 shows the frequency content. In this figure, the notation σj (Ωxi )
denotes the j-th largest component of Ωxi . The first five components (i.e., the components that
are equal to or larger than the solid black horizontal line) contain 88% of the energy (note that
the energy is proportional to the square value of the component). Therefore, the 5-sparsity
assumption is in line with the nature of the dataset.
18 | Privacy-Preserving Release of Energy Data
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Figure 2.4: The difference between the reported values f ((yi (k))i∈I ) and the original statistics f ((xi (k))i∈I )
with the privacy-preserving policy in Corollary 2.1.5 for ǫ = 20 assuming that ρ = 0.1 (i.e., local differen) illustrates the difference between the reported values and original percentile
tial privacy). The curve (
statistics for the privacy-preserving policy in Corollary 2.1.4 for ǫ = 20 assuming that ρ = 0.1 (i.e., differential privacy). The utility of the privacy-preserving policy in Corollary 2.1.5 is better than the privacypreserving policy in Corollary 2.1.4 for almost all percentile statistics.

Table 2.1 summarises all the points discussed in this subsection for the numerical example.

2.2

Information-Theoretic Analysis

This section addresses privacy from an information-theoretic perspective. The following
assumption is made through out the information-theoretic analysis.
Assumption 2.2.1. xi := (xi (k))k∈K are i.i.d. samples from a probability density function p.
Assumption 2.2.1 is not very conservative as otherwise reporting statistics, such as median, is
meaningless. Note that knowledge of the distribution a priori is not required for the following
analysis.
Table 2.1: Average squared error between the reported output and the original statistics (averaged over
the horizon) for point-wise, trajectory, and sparse adjacency with ǫ = 20. Local differential privacy clearly
outperforms differential privacy in all cases.

15% percentile
25% percentile
50% percentile (median)
75% percentile
95% percentile
c 2019 CSIRO

Point-wise Adjacency
Local
Differential Privacy
Differential Privacy
0.3200
0.2088
0.3200
0.0153
0.3200
0.0064
0.3200
0.0478
0.3200
0.1004

Trajectory Adjacency
Local
Differential Privacy
Differential Privacy
0.4608
0.3473
0.4608
0.0252
0.4608
0.0079
0.4608
0.0723
0.4608
0.1751

Sparse Adjacency
Local
Differential Privacy
0.1116
0.0142
0.0068
0.0370
0.0519
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Figure 2.5: The difference between the reported values f ((yi (k))i∈I ) and original statistics f ((xi (k))i∈I ) with
the privacy-preserving policy in Proposition 2.1.6 for ǫ = 20 and assuming that the underlying dataset is
5-sparse and ̟ = 2.

Theorem 2.2.1 ([Cover and Thomas, 2012]). Consider an all powerful adversary3 who wants
to extract the data of individual j ∈ I given the reported vector of statistics z and the
information of all the other entries of the database x−j := (xi )i∈I\{j} and denote its estimate of
xj based on all the available information by x̂j (z, x−j ). Then


K
2H(w)
2
E{kxj − x̂j (z, x−j )k2 } ≥
.
exp
2πe
K
To ensure that E{kxj − x̂j (z, x−j )k22 } is large, H(w) can be maximized. This leads to finding the
most privacy preserving policy. On the hand, a measure of quality must be used. In the
absence of a measure of quality, the most privacy preserving policy is one with an infinite
entropy (essentially burying the data under noise with infinite variance).

2.2.1

Expected Absolute Value

One measure of privacy is the expected absolute value (or expected deviations around zero)
P
given by E{kwk1}, where kwk1 = k∈K |w(k)|. Using this measure of quality, the following
optimization problem can be solved to achieve balance between privacy and utility:
P1 :

max

γ∈∆(RK )∩C 1 (RK ,R)

s.t.

H(w),

(2.4a)

E{kwk1 } ≤ ϑ1 K,

(2.4b)

3

This case can be seen as an extreme case in which everyone within a society wants to retrieve private data of
an individual. If a reasonable guarantee in this case can be provide without sacrificing quality hugely, simpler, less
sophisticated, attacks are also covered.
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Figure 2.6: The frequency content of the energy data using DCT transform. Here, σj (Ωxi ) denotes the j-th
largest component of Ωxi . The first five components (i.e., the ones that are equal or larger than the solid
black horizontal line) contain 88% of the energy of the signal.

where ∆(RK ) is the set of all probability density functions defined over RK and C 1 (RK , R) is the
set of continuously differentiable functions from RK to R.
Theorem 2.2.2. The unique solution to P1 in (2.4) is given by γ1∗ (w) = (2ϑ1 )−K exp(−kwk1 /ϑ1 ).
Theorem 2.2.2 states that w(k), ∀k ∈ K, are i.i.d. Laplace random variables with zero mean
and scale ϑ1 (i.e., variance of 2ϑ21 ). For this policy, the privacy guarantee is given by
P(γ1∗ ) = K/(2πe) exp((2/K)H(w)) = 2eϑ21 K/π. Let us define the utility U(·) for a distribution to
be the inverse of the quality of response. In this case, by construction, the utility is given by
U(γ1∗ ) = 1/E{kwk1 } = 1/(Kϑ1 ). Therefore, for the optimal policy in Theorem 2.2.2, it can be
deduced that P(γ1∗ )U(γ1∗ ) = (2eϑ1 )/π = const. This illustrates the conflict between privacy and
utility, i.e., improvements in privacy always come at the cost of decreased utility.
Corollary 2.2.1. The optimal privacy-preserving policy γ1∗ in Theorem 2.2.2 is
(∆f /ϑ1 )-differential privacy.
Corollary 2.2.2. For the ǫ-differentially private mechanism described in Theorem 2.1.1,
(1/K)E{kxj − x̂j (z, x−j )k22 } ≥ 2/(πe)(∆f /ǫ)2 .
Corollary 2.2.2 shows that, from the perspective of the estimation error E{kxj − x̂j (z, x−j )k22 }, ǫ
does not need to stay fixed for various horizon lengths K in the case of trajectory adjacency in
Definition 2.1.6. For instance, if we set ǫ = Kǫ0 , it can be deduced that
(1/K)E{kxj − x̂j (z, x−j )k22 } = 8ρ2 /(πeǫ20 ). Therefore, to ensure that the average error
p
(1/K)E{kxj − x̂j (z, x−j )k22 } is larger than or equal to σ, it must be ensure that ǫ0 = ρ 8/(πeσ).
If an inequality with 2-norm is not desired, one can show that
p
√
E{kxj − x̂j (z, x−j )k∞ } ≥ ((1/K)E{kxj − x̂j (z, x−j )k22 })1/2 = σ, if ǫ0 = ρ 8/(πeσ). Here,
kξk∞ = maxk∈K |ξ(k)| for any vector ξ = (ξ(k))k∈K .
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2.2.2

Covariance

Another way of measuring the quality of the response is to use variance. In this case, we can
solve the following optimisation problem to find the optimal privacy-preserving policy:
P2 :

max

γ∈∆(RK )∩C 1 (RK ,R)

s.t.

H(w),

(2.5a)

E{kwk22 } ≤ ϑ2 K.

(2.5b)

Theorem 2.2.3. The unique solution to P2 in (2.5) is given by
γ2∗ (w) = (2πϑ2 )−K/2 exp(−w ⊤ w/(2ϑ2 )).
Theorem 2.2.3 states that w(k), for all k ∈ K, are i.i.d. Gaussian random variables with zero
mean and co-variance of ϑ2 I. Upon redefining U(γ1∗ ) = 1/E{kwk2}, it can be proved that
P(γ2∗ )U(γ2∗ ) = 1. As before, this illustrates the conflict between privacy and utility. Here, it also
√
can be shown that E{kxj − x̂j (z, x−j )k∞ } ≥= ϑ2 .

2.2.3

Bounded Variations

Both (2.4) and (2.5) allow for somewhat large corruptions to the measurement, albeit with
relatively small probabilities that are a function ϑ1 and ϑ2 . The following problem formulation
limits the deviations to a preferred box of size ε:
P3 :

max

γ∈∆(RK )∩C 1 (RK ,R)

s.t.

H(w),

(2.6a)

P{kwk∞ ≤ ε} = 1.

(2.6b)

Theorem 2.2.4. The unique solution to P3 in (2.6) is given by γ3∗ (w) = (2ε)−K 1kwk∞ ≤ε .
Theorem 2.2.4 states that w(k), for all k ∈ K, are i.i.d. uniform random variables over [−ε, +ε].
In this case, we can define the utility as U(γ3∗ ) = 1/(K max kwk∞ ) = 1/(Kε). Note that the utility
is a function of K as K entries are perturbed by independent noises and thus the amount of
the total perturbation is a function of K. We get P(γ3∗ )U(γ3∗ ) = 2ε/(πe) = const. This again
illustrates the conflict between privacy and utility. Here, it also can be shown that
p
√
E{kxj − x̂j (z, x−j )k∞ } ≥ 2/(πe)ε. Thus, it can be ensured that E{kxj − x̂j (z, x−j )k∞ } ≥ σ if
p
ε = 2/(πeσ).

2.2.4

Numerical Analysis

In this subsection, we investigate the utility-privacy trade-off for the privacy-preserving policies
developed using the information-theoretic privacy framework. We may recall that
E{kxj − x̂j (z, x−j )k22 } ≥ K/(2πe) exp(2H(w)/K); see Theorem 2.2.1. Therefore, we use
K/(2πe) exp(2H(w)/K) as a proxy for the privacy guarantee. Figure 2.7 (left) illustrates the
privacy guarantee versus the expected absolute value E{kwk1 }/K for the additive noise in
Theorems 2.2.2–2.2.4. As proved in Theorem 2.2.2, the Laplace noise provides the highest
privacy guarantee for a fixed level of quality captured by the expected absolute value. However,
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Figure 2.7: The privacy guarantee K/(2πe) exp(2H(w)/K) versus (left) the expected absolute value
E{kwk1 }/K for the additive noise in Theorems 2.2.2–2.2.4, (middle) the variance E{kwk22 }/K for the additive noise in Theorems 2.2.2–2.2.4, and (right) the essential extrema ess supw kwk∞ for the additive noise
in Theorems 2.2.2–2.2.4 (with a truncated version being used if the noise has an infinite support).

the same is not true if the measure of quality is inversely proportional with the variance.
Figure 2.7 (middle) illustrates the privacy guarantee versus the variance E{kwk22 }/K for the
additive noise in Theorems 2.2.2–2.2.4. Clearly, the Gaussian noise outperforms the rest in
terms of the privacy guarantee for a fixed level of quality; see Theorem 2.2.3. Note that in both
Figures 2.7 (left) and (middle), Laplace and Gaussian noises perform fairly similarly in terms of
privacy guarantees. Finally, neither Gaussian nor Laplace additive noise qualify for the case
where the quality is inversely proportional with ess supw kwk∞. For a comparison with the
uniform noise, in such cases, we should use truncated Gaussian and Laplace noises.
Figure 2.7 (right) illustrates the privacy guarantee versus the essential extrema ess supw kwk∞
for the additive noise in Theorems 2.2.2–2.2.4 (with a truncated version being used if the noise
has an infinite support). As proved in Theorem 2.2.4, the uniform noise is the most
privacy-preserving option. Note that, as the size of the additive noise ess supw kwk∞ reduces,
all continuous density functions approach the uniform density function and thus their privacy
guarantees becomes similar.
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3

Privacy-Preserving Clustering

In this chapter, we consider the problem of clustering in a privacy-preserving manner. First, in
Section 3.1, we investigate whether the clusters are privacy-sensitive or not. Subsequently, in
Section 3.2, we use locally differentially private versions of smart meter data to extract
privacy-preserving clusters.

3.1

Are Clusters Privacy Preserving?

Again, consider a private dataset of the form (xi (k))k∈K,i∈I with K := {0, . . . , K − 1} and
I := {1, . . . , n} in which K ∈ N (where N is the set of natural numbers) denotes the time
horizon and n ∈ N denotes the number of the private entries in the dataset. For instance, xi (k)
may denote the consumption of house i ∈ I at time instant k ∈ K measured by a smart meter.
It is desired to find clusters of (Cℓ )pℓ=1 , for some positive number p, such that Cℓ1 ∩ Cℓ2 = ∅ and
∪pℓ=1 Cℓ = I. Each cluster represents consumers that have similar consumption patterns. We
use the clustering algorithm in [Motlagh et al., 2019]. This method relies on a technique using
the delay coordinate embedding for the load-clustering. This is a model-based approach which
can handle unequal, asynchronous, and noisy time series. We use the open dataset of smart
meter measurements [Department of the Environment and Energy, 2015], also used
in [Motlagh et al., 2019] for evaluation of the clustering algorithms and their privacy risks. We
particularly use the data of 10,905 homes with at least one full year of time series data. This
dataset is referred to as the Smart-Grid Smart-City (SGSC) dataset.
Figure 3.1 illustrates the profile, i.e., empirical probability density function and percentile
statistics, of 12 clusters for household energy consumptions in SGSC dataset. Note that the
percentile statistics can be computed using the methodology in Chapter 2 to ensure privacy of
individuals within the clusters; however, that is out of the scope of this chapter.
In order to understand privacy risks of clustering, we investigate the effort removing an
p
individual household from the SGSC dataset and computing the clusters again. Let (C−j
ℓ )ℓ=1
denote the clustering done on the private dataset (xi (k))k∈K,i∈I\{j}, i.e., the dataset without the
data of household j. We expect, if the clusters are privacy preserving, the new clusters do not
change in comparison to the old clusters (Cℓ )pℓ=1 , extracted with the data of household j. The
P
total number of changes is given by ( pℓ=1 ||Cℓ | − |C−j
ℓ ||)/2 − 1. Figure 3.2 shows the histogram
of the number of the changes in the clusters when removing an individual household from the
dataset. Clearly, up to 2.5% of the households can change clusters due to removal of one
individual household. This can be caused because of two reasons. First, the clusters might not
be privacy preserving, that is, they are highly dependent on the times series of “some”
individuals within the dataset. The second reason is that the underlying clustering algorithm is
not robust to changes or contains stochastic elements. This might be caused by that the
clustering problem is computationally expensive and thus the algorithm can only manage to
24 | Privacy-Preserving Release of Energy Data
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Figure 3.1: Profile of 12 clusters for household electricity consumptions without noise.

find locally optimal clusters and, with small changes, the algorithm recovers another locally
optimal solution. The algorithm might also contain randomizations to capture better solutions
by getting out of suboptimal local solutions. To test this, we can inspect the changes in the
clusters when we run the algorithm multiple times without removing households. Figure 3.3
illustrates the histogram of the number of the changes in the clusters without removing
households from the dataset with variations caused due to stochasticity in the clustering
algorithm. Evidently, there are changes in the clusters; however, the changes, in average, are
c 2019 CSIRO
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Figure 3.2: Histogram of the number of the changes in the clusters when removing an individual household
from the dataset.
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Figure 3.3: Histogram of the number of the changes in the clusters without removing households from the
dataset, variations caused due to stochasticity in the clustering algorithm.

slightly less than the case in which we remove individual houses from the dataset. Note the
higher concentration of the histogram around the smaller changes in Figure 3.3 in comparison
to Figure 3.2.

3.2

Clustering with Local Differential Privacy

One method to extract a privacy-preserving clustering is to use local differential privacy. To do
so, we add noise to the raw data first as
yi (k) =xi (k) + vi (k),

∀k ∈ K,

(3.1)

where vi := (vi (k))k∈K is a random variable. Since in [Motlagh et al., 2019], the clustering is
performed on a delay coordinate embedding of the time series, instead of adding noise to the
original load consumptions as above, we add noise the to the parameters of the delay
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p

Algorithm 1 Optimal correspondence between the clusters from (Cℓ )ℓ=1 and (Cℓ )pℓ=1 .
Require: (J(Ci , Cj ))pi,j=1
Ensure: σ
I1 ← {1, . . . , p}
I2 ← {1, . . . , p}
while I1 6= ∅ ∧ I2 6= ∅ do
(i, j) ← arg max(i,j)∈I1 ×I2 J(Ci , Cj )
σ(j) ← i
I1 ← I1 \ {i}
I2 ← I2 \ {j}
end while
1

0.8

Jave

0.6

0.4

0.2

0

100

101

102

103

ǫ
Figure 3.4: Average similarity between clusters with and without privacy-preserving noise versus the
differential privacy parameter.

coordinate embedding of the time series. For each i ∈ I, ai ∈ Rm is the vector of the
parameters of the delay coordinate embedding of the time series (xi (k))k∈K . We use the
additive noise to obfuscate the parameters as
āi = ai + v̄i ,
where v̄i is a vector of i.i.d. Laplace random variables with zero mean and scale ∆a/ǫ with ǫ
denoting the differential privacy parameter and ∆a denoting a constant such that
p
ai ∈ [−∆a, ∆a]m for all i ∈ I. Let (Cℓ )ℓ=1 denote the clustering based on noisy parameter
p
vectors (āi )i∈I . We use Jaccard metric to match the corresponding clusters from (Cℓ )ℓ=1 to
(Cℓ )pℓ=1 . For any pair of clusters Cℓ1 to Cℓ2 , we define the Jaccard metric as
J(Cℓ1 , Cℓ2 ) :=

|Cℓ1 ∩ Cℓ2 |
.
|Cℓ1 ∪ Cℓ2 |

Evidently, 0 ≤ J(Cℓ1 , Cℓ2 ) ≤ 1 and J(Cℓ1 , Cℓ2 ) = 1 if and only if Cℓ1 = Cℓ2 . We follow the
p
Algorithm 1 to find the optimal correspondence between the clusters from (Cℓ )ℓ=1 and (Cℓ )pℓ=1 .
The cluster most similar to Cℓ for 1 ≤ ℓ ≤ p is given by σ(ℓ). This allows us to compute an
c 2019 CSIRO
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average Jaccard similarity between the clusters Cℓ1 and Cℓ2 as
p

Jave

1X
:=
J(Cσ(ℓ) , Cℓ ).
p ℓ=1

Figure 3.4 shows the average similarity between clusters with and without privacy-preserving
noise, captured by the average Jaccard metric, versus the differential privacy parameter ǫ. As ǫ
increases, i.e., the privacy guarantee weakens, the clusters become more similar.
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4

Conclusions

Sharing the massive collection of smart meter energy data is highly beneficial for improving
commercial applications, government services and researches. However the growing privacy
concerns and confidentiality issues impede data custodians sharing the personal and sensitive
information available in the energy data collected. Several methods have been developed to
overcome the privacy issues by sharing perturbed versions of the data at the cost of utility loss.
However, these methods have considered privacy-preserving sharing of the data in an
aggregate level, and so far no work has been conducted on releasing percentile statistics, e.g.,
median of energy data (which is generally time-series data). In addition, the privacy risk of
releasing clusters of household energy consumption data has not been investigated in
previous studies. In this report, we studied the research problem from two directions.
In the first part, we tackled the privacy-preserving release of percentile statistics of time-series
data using global, local, and stochastic differential privacy as well as information-theoretic
privacy. In the second part we examined the privacy risks of clustering household energy
consumption data and the effect of using local differential privacy for privacy-preserving
clustering. We conducted experiments using publicly available real datasets. The results
indicate that the local differential privacy outperforms other methods for privacy-preserving
releasing of percentile statistics in terms of the privacy-utility trade-off. Moreover, our results
show that releasing clusters of household consumption data can compromise privacy and the
use of local differential privacy improves privacy-preservation at the cost of significant utility
loss. Therefore, further research is required in the area of privacy-preserving clustering of
energy consumption data.
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